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Step #1: Original State, Non-X.509 Authentication via Cisco IPSec VPN

Cisco Network Network
Appliance with Resources
IPSec Support

|

Gsd' .
iﬁ%
End User
(IPSec “Thick” Details:
Client)

Original state: Enteprise

utilizing Cisco IPSec for VPN Eg::z::;::;:‘,;
and conducting non-X.509 (LDAP, AD,
authentication. etc)

(Authentication is currently
username/password or
tokens.)
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& VPN Client | Properties for "MFA-DEMO-profile”
Connection Entry: | MFA-DEMO-profile
o alaln
Description: | MFA-DEMO-profile pof c1SCO

Host: Issld\rpn.murt'rfa.com

Authentication ITlansport | Backup Servers | Dial-Up |

{* Group Authentication

| ABC-Inc-Group-Key
Password: I""""'""""'"""""’""""
Corfim Password: | =~

i Mutual Group Authentication

Name:

= Cerificate Authentication

ﬂame:l 1 - ggrajek @mfocdemo domain :]v'Ih:l;I
[~ Send CA Certificate Chain

Save I

Erase User Password Cancel
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Step #2. A) User X.509 Enrollment via Cisco ASA SSL VPN/SecureAuth Deployment
B) SecureAuth Updates User’s profile for X.509 Credential
C) Cisco IPSec Authentication/Encryption via SecureAuth X.509 Credential

Cisco Network Network
Appliance with Resources

IPSec Support
oy

Cisco ASA SSL [56151 \9

Y

£)E

End User VPN
(IPSec “Thick” Client for (Minimal License)
IPSec, Browser for
Certificate Enroliment)

MultiFactor En_terprlse
SecureAuth Directory
Appliance (LDAP, AD,
etc)
Details:
End User obtains a MultiFactor SecureAuth
X.509 certificate and an updated profile via
the Cisco ASA configured to “enroll” users
via the MultiFactor SecureAuth appliance.
The X.509 certificate is then utilized to
authenticate the user to the Cisco IPSec MultiFactor Hosted
VPN. ' Services (Certificate
Servers, SMS Text
Messaging, Telephony
OTPs)
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& VPN Client | Properties for "MFA-DEMO-profile”

Connection Entry: |MFA-DEMO-profile

R LR LN
Description: | MFA-DEMO-profie pcf CII s CID
Host: Isslﬂrpn.muh'rfa.c:om
Authentication ITmnspnrt | Backup Servers | Dial-Up I
" Group Authentication = Mutual Group Authentication
MName: I
Password: I

Confirmm Password: I

% Cerificate Authentication

ﬂame:l 1 - ggrajek @mfcdemo domain {Miclj
[~ Send CA Certfficate Chain

Erase User Password | Save I Cancel
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Step #3. User Authenticates to Cisco ASA SSL VPN with SecureAuth X.509 Credential

End User
(Browser
Based)

Details:

The SecureAuth X.509
certificate, via the
browser, is utilized to
authenticate to the
Cisco ASA SSL VPN.

) & $96&(

Cisco ASA
SSL VPN

MultiFactor

Y

Network
Resources

SecureAuth
Appliance

MultiFactor Hosted
Services (Certificate
Servers, SMS Text
Messaging, Telephony
OTPs)

Enterprise
Directory
(LDAP, AD,
etc)
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